Structure Resource

This page describes resources with which you can list, create, read, update, and delete structures. Structures contain general information such as name
and permissions, but not the hierarchy itself. Issue hierarchy is accessed through the so-called forest resources (read, modify). This page also documents
structure shape and its fields, and the error entity that may be returned in case of the REST API user error.

[structure/ CET list structures
/structure/ POST create a structure
/structure/ {id} GET read structure

[ structure/{id}/update POST update one or several structure fields

/structure/{id} DELETE delete structure
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Structure Representations

Structure is represented via JSON. All resources are also capable of producing XML.

{
"id": 103,
"name": "Structure with all fields",
"description": "Voilal This structure exhibits all fields.",
"readOnly": "true",
"edi t Requi resPar ent | ssuePer m ssion": true,
"permissions": [
{
"rule": "apply",
"structureld": 102
H
{
"rule": "set",
"subject": "group",
"groupld": "jira-devel opers",
"level": "edit"
I
{
"rule": "set",
"subj ect": "projectRole",
"projectld': 10010,
"roleld": 10020,
"level": "adm n"
H
{
"rule": "set",
"subj ect": "anyone",
"level ": "view'
},
{
"rule": "set",
"subject": "user",
"usernane": "agentk",
"l evel ": "none"
}
1,
"owner": "user:adm n"
}
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Structure Fields

Structure objects accessible through these resources have the following fields, most of which represent structure details as outlined in the Structure User's
Guide:

id The ID of the structure (integer, 1. . 2263 - 1))

name The name of the structure. A structure must have a non-empty name, which does not have to be unique.
description The description on the structure. May be absent.

readOnly t r ue if the user has only View access level to the structure, otherwise absent.

edi t Requi resParen | true if the Require Edit Issue Permission on Parent Issue flag is set on this structure, otherwise absent.
t I ssuePer mi ssi on

perm ssi ons The list of structure permission rules. Present only if the user has Control access level to the structure. Some resources do not
include permissions unless requested to do so. List order is as important as the rules themselves.

owner The owner of the structure. Present only if the user is the owner of this structure or if he has Browse Users permission. A
string of the form user : USERNANME, where USERNAME is the JIRA user login name. Example: user:j sm t h.

Please note that structure resources described on this page do not include information about issue hierarchies. The so-called forest of a structure, i.e. its
hierarchy of issues, can be read or modified using the dedicated resources.
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Permission rules

There are two types of permission rules, those that set permissions and those that apply permissions from another structure. They have different fields
depending on the type.

Set rules

rule Must be equal to set , case-insensitive.

subj ect Identifies the type of the subject to which the rule applies. Must be one of gr oup, proj ect Rol e, user, anyone. See below how to
identify the subject.

| evel Access level to set to the specified subject. Must be equal to one of the names of the Permission Level enum constants, case-insensitive.
Please note that Control permission is represented by the ADMIN enumeration constant.

In addition, there are fields to identify the subject.

group

The rule applies to all users within the JIRA group.
groupl d  The name of the JIRA group. Example: j i r a- devel opers.
REST API user can create such rule only for a group he belongs to.

proj ect Rol e

The rule applies to all users that have a role in a project.

proj ectld The ID of the project. Example: 10010.

roleld The ID of the role. Example: 10010.
REST API user can create such rule only for roles in projects where Structure is enabled, and for which he has Browse Projects permission.

user

The rule applies to the user.
user name | Name of the user. Example: j smi t h for user John Smith.

REST API user can create such rule only if he has Browse Users permission, and if such user exists.
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anyone

The rule applies to all users, even anonymous (not authenticated.) The rule shouldn't have any additional fields.
Apply rules

rule Must be equal to appl y, case-insensitive.

structurel d | The ID of the structure which permissions should be applied. Example: 112

Apply rule creates a dependency on another structure. Circular dependencies are not allowed. Also, a REST API user can create such rule only if he has C
ontrol access level to the referenced structure.
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Error entity

{

"code": 4005,

“error": "STRUCTURE_NOT_EXI STS_OR_NOT_ACCESSI BLE[ 4005] ",

"structureld": 160,

"nmessage": "Referenced structure [160] does not exist or you don't have Control perm ssions onit.",

"l ocal i zedMessage": "Das Struktur [160] existiert nicht oder sie haben keine Kontrolle Berechtigungen.”
}

In some cases, requests to structure resources result in an error response containing an error entity. Any of its fields may be absent.

code Integer code of the error

error Brief technical description of the error. Contains a name of the corresponding StructureError enum constant.
structureld The ID of the structure involved.

i ssueld The ID of the JIRA issue involved.

nmessage More detailed message, may contain technical details.

| ocal i zedMessage @ User-displayable message in the REST API user locale or JIRA default locale if the user is not authenticated.
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Structure Resources

GET /structure

CET $baseUrl/rest/structure/1.0/structure
GET $baseUrl/rest/structure/1.0/structure?
name=$nanme&per m ssi on=$per m ssi on& ssuel d=$i ssuel d&wi t hPer m ssi on=$wi t hPer m ssi on&n t hOmner =$wi t hOmner

A list of all structures visible to the REST API user. Optionally, the result can be filtered by name, REST API user's access level, or issue contained within
the structure. By default, permission rules and owners are not included, you should use query parameters if you want them to be included.

@ Who can access this resource

All users who have access to the Structure Plugin. The returned list contains only structures to which the REST API user has at least View
access level.

Request

Query parameters:

name If present, the returned list will contain only structures which names equal the specified name (case-insensitive.)
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perm ss | If present, the returned list will contain only structures to which the REST API user has the specified access level. Must be equal to one of
ion the names of the Permission Level enum constants, case-insensitive. NONE is treated in the same way as VIEW.

Please note that Control permission is represented by the ADMIN enumeration constant.

i ssuel d If present, the returned list will contain only structures to which the specified issue belongs. Must be an integer. Example: 12147. REST API

user must have permissions to access the specified issue.

wi t hPer | Ift rue, permission rules will be included in the response. Default is f al se.
n ssion

wi t hOawn | If t r ue, owner will be included in the response. Default is f al se.
er

ar chi ved |If true, the returned list can also contain archived structures. Default is false.

Each of the filter parameters nane, per m ssi on, or i ssuel d can be specified only once, otherwise the first is used. Different parameters are combined

with AND.

HTTP headers:

Cont ent - Type = Should be one of appl i cati on/j son, application/xm .

Accept Should be one of appl i cati on/j son, application/xn .

Response

Success
200 Response entity contains the only field, st r uct ur es, which contains the list of the structure
XK objects.

Example 1: all structures

GET $baseUrl/rest/structure/1.0/structure

{
"structures": [

{
"idto1,
"name": "d obal Structure",
"description": "Initial general-purpose structure.",
"edi t Requi r esPar ent | ssuePer m ssion": true

}

{
"id": 102,
"name": "Test plan",
"description": "Test plan #3",
"readOnly": true

b

{
"id": 100,
"name": "Test plan",
"description": "Test plan #1"

}

{
"id": 101,
"name": "Test plan",
"description": "Test plan #2"

}

]
}

Example 2: only "Test plan”

GET $baseUrl/rest/structure/ 1. 0/structure?nane=test+pl an

application/json,application
/ xm
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{

"structures": [

{
"id": 102,
"name": "Test plan",
"description": "Test plan #3",
"readOnly": true
I
{
"id": 100,
"name": "Test plan",
"description": "Test plan #1"
H
{
"id": 101,
"name": "Test plan",
"description": "Test plan #2"
}

Example 3: only with a specific issue

CET $baseUrl/rest/structure/ 1. 0/structure?i ssuel d=12147

{
"structures": [
{
"idUro1,
"name": "d obal Structure",
"description": "Initial general-purpose structure.",
"edi t Requi resPar ent | ssuePerm ssion": true
H
{
"id": 100,
"name": "Test plan",
"description": "Test plan #1"
}
]
}

Example 4: "Test plan" containing specific issue

GET $baseUrl/rest/structure/1.0/structure?nane=test +pl an& ssuel d=12147

{
"structures": [
{
"id": 100,
"nane": "Test plan",
"description": "Test plan #1"
}
]
}

Example 5: structures that the user can edit with permissions and owners shown

GET $baseUrl/rest/structure/ 1. 0/structure?pern ssi on=edit&wi thPerm ssi ons=true&w t hOwner =true



{

"structures": [
{
"idUro1,
"nanme": "d obal Structure",
"description": "Initial general-purpose structure.",
"edi t Requi resPar ent | ssuePer m ssion": true

"id": 100,

"name": "Test plan",
"description": "Test plan #1",
"perm ssions": [

{

"rule": "set",
"subject": "group",
"groupld": "jira-users",
"level": "edit"

"rule": "set",
"subj ect": "projectRole",
"projectld': 10010,
"roleld": 10010,

"l evel ": "none"

"rule": "apply",
"structureld": 101
}
1,

"owner": "user:jsmth"

"id": 101,

"nane": "Test plan",
"description": "Test plan #2",
"owner": "user:adm n"

Example 6: require XML representation

Note that the same can be achieved by specifying appl i cati on/ xnl inthe Accept HTTP header.

GET $baseUrl/rest/structure/ 1. 0/structure.xm ?name=t est +pl an& ssuel d=12147

<?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<structurelist>
<structures>
<structure>
<i d>100</i d>
<name>Test pl an</ nane>
<descri ption>Test plan #1</description>
</structure>
</structures>
</ structureList>

Error

400 Bad per mi ssi on parameter is set to an unknown value, or request is invalid for other reasons. In the first case,
Request response contains error entity, in the second it is empty.

application/json
,application/xm



403 If Structure Plugin is not accessible to the REST API user, or if issue with ID i ssuel d does not exist or the application/json

For bi dden REST API user does not have enough permissions to access it. Response contains error entity. ,appl i cation/ xm
404 Not If i ssuel d is not an integer. Response entity contains a standard JIRA error HTML page. text/htm

Found

500 If an internal error has occurred while processing this request.

I nt er nal

Server Error

503 Service If Structure Plugin is stopped at the time of request. For example, the Restore operation may be in progress.
Unavai | abl e

Other return codes are possible under the normal rules of HTTP communication.
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POST /structure

POST $baseUrl/rest/structure/1.0/structure

Create a structure by POSTing to this resource.

@ Who can access this resource

Only logged in users who have access to the Structure Plugin and a permission to create structures.

Request

Request entity should contain the new structure. Structure name, nare, must be present and non-empty. Fields i d, r eadOnl y, and owner are ignored.
All rules in per mi ssi ons are validated according to their respective rule types.

Please note that this resource accepts only JSON structure representation.

HTTP headers:

Cont ent - Type = Must be appl i cation/json.

Accept Should be one of appl i cati on/j son, appl i cati on/xm .

Response

Success
201 Response entity contains the created structure with fields, including per m ssi ons and own  application/json, application
Cr eat ed er. / xm

Example 1: minimal structure

PCOST $baseUrl/rest/structure/1.0/structure

Request entity Response entity
{ {
"nanme": " Test plan" "id": 104,
} "nane": "Test plan",

"description": "",
"permissions": [],
"owner": "user:admn"

Example 2: structure with some permissions
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PCOST $baseUrl/rest/structure/1.0/structure

Request entity Response entity
{ {
"nane":"Structure with some pernissions", "id": 105,
"edi t Requi resPar ent | ssuePer m ssion":"true", "name": "Structure with some perm ssions",
"perm ssions": [ "description": "",
{ "edi t Requi resPar ent | ssuePer m ssion": true,
"rule":"apply", "perm ssions": [
"structureld": 102 {
} "rule": "apply",
] "structureld": 102
} }
1
"owner": "user:adnin"
}
Error
400 Bad Structure data is not well-formed (syntax error) or invalid (semantic error.) application
Request Not well-formed structure data examples: request JSON is syntactically incorrect; JSON contains unknown /json,applicati
field; nane is not present or empty; per m ssi ons list contains a set rule with | evel set to an invalid value. on/ xm

Invalid structure example: per i ssi ons list contains a rule that fails validation.
Response entity contains error. Problems with apply rule usually have st r uct ur el d to indicate the invalid

reference.
403 If REST API user is not logged in or does not have permissions to access Structure Plugin or to create application
For bi dden structures. Response contains error entity. /j son, applicati
on/ xm
500 If an internal error has occurred while processing this request.

I nt ernal
Server Error

503 Service | If Structure Plugin is stopped at the time of request. For example, the Restore operation may be in progress.
Unavai | abl e

Other return codes are possible under the normal rules of HTTP communication.
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GET /structure/{id}

GET $baseUrl/rest/structure/1.0/structure/ $id
GET $baseUrl/rest/structure/ 1.0/ structure/$i d?w t hPerm ssi ons=$wi t hPer ni ssi ons&wi t hOaner =$wi t hOmner

This resource allows to obtain structure details for the particular structure. By default, per m ssi ons and owner are not included, use query parameters to
include them.

@ Who can access this resource

All users who have access to the Structure Plugin. To access the particular structure, the user has to have at least View access level.

Request

Path parameter:
id  the ID of the structure

Query parameters:


https://wiki.almworks.com/display/structure0210/Structure+Backup%2C+Restore%2C+and+Migration
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10
https://wiki.almworks.com/display/structure0210/Who+Has+Access+to+the+Structure
https://wiki.almworks.com/display/structure0210/Structure+Permissions#StructurePermissions-accessLevels

wi t hPer m ssi on  Iftrue, permission rules will be included in the response. Default is f al se.

w t hOmner If t r ue, owner will be included in the response. Default is f al se.
HTTP headers:

Cont ent - Type = Should be one of appl i cati on/j son, application/xm .

Accept Should be one of appl i cati on/j son, application/xn .

Response

Success
200 Response entity contains the created structure along with all of its fields. application/json,application
(0.4 Field per m ssi ons is included if the REST API user has Control permission on this structure. [ xm

Field owner is included if the REST API user is either the owner of this structure or has Browse
Users permission.

Example 1: retrieve structure with ID 100 without permissions and owner

GET $baseUrl/rest/structure/1.0/structure/ 100

{
"id": 100,
"name": "Test plan",
"description": "Test plan #1"
}

Example 2: permissions and owner are requested to be included, but only owner is shown, because the user has only View access as indicated by r eadOn
Iy

CET $baseUrl/rest/structure/ 1.0/ structure/102?w t hOaner =t r ue&n t hPer mi ssi ons=true

{
"id":102,
"name": " Test plan",
"description":"Test plan #3",
"readOnl y":true,
"owner": "user: adm n"

}

Example 3: XML representation may be requested in the request URL instead of the Cont ent - Type HTTP header

GET $baseUr|/rest/structure/1.0/structure/102. xnm

<structure>
<i d>102</i d>
<name>Test pl an</ nane>
<description>Test plan #3</description>
<readOnl y>true</readOnl y>

</ structure>

Error
400 Bad One of the query parameters is too long.
Request
403 For bi dden If REST API user does not have permissions to access Structure Plugin or does not have at least View appl i cati on/j son, ap

permission on this structure. Response contains error entity. plication/xm
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404 Not Found Ifi d is not an integer in 1. . 2263- 1. Response entity contains a standard JIRA error HTML page. text/htm

500 I nternal If an internal error has occurred while processing this request.
Server Error

503 Service If Structure Plugin is stopped at the time of request. For example, the Restore operation may be in
Unavai |l abl e progress.

Other return codes are possible under the normal rules of HTTP communication.

Top

POST /structure/{id}/update

POST $baseUrl/rest/structure/1.0/structure/$id/ update

Update one or several fields of a structure by POSTing to this resource.

@ Who can access this resource

Only logged in users who have access to the Structure Plugin and Control permission on this structure.

Request

Request entity should contain those structure fields that need to be changed. Non-present fields will not be changed (for this user; r eadOnl y may change
for other users as a result of changing per m ssi ons.) Fields i d, r eadOnl y, and owner are ignored.

Please note that per m ssi ons field is modified as a whole, so to add a rule, you have to provide the new list of rules in the proper order.
If per mi ssi ons field is present, all rules are validated according to their respective rule types.
Please note that this resource accepts only JSON structure representation.

HTTP headers:

Cont ent - Type Must be appl i cation/json.

Accept Should be one of appl i cati on/j son, application/xm .

Response

Success
200 Response entity contains the updated structure with all fields, including per m ssi ons and owner ' appl i cati on/j son, application
(0.4 . [ xm

Example 1: change description of the Global Structure

POST $baseUrl/rest/structure/ 1.0/ structure/ 1/ update

Request entity Response entity
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{
"description":"Conpany-w de structure providing
the Big Picture."

}

Example 2: changing permission rules

POST $baseUrl/rest/structure/1.0/structure

{
"id: 1,
"nanme":"d obal Structure",
"description":"Conpany-w de structure providing
the Big Picture.",
"edi t Requi resPar ent | ssuePer mi ssion":true,
"perm ssions":[

{
"rule":"set",
"subj ect": "anyone",
"level ":"view'

b

{
"rule":"set",
"subj ect": "group",
"groupld":"jira-users",
"level":"edit"

o

{
"rule":"set",
"subj ect": "group",
"groupld":"jira-adm ni strators",
"level ":"adm n"

}

Request entity

{
"perm ssions": [
{
"rule":"set",
"subj ect":"group",
"groupld":"jira-users",
"level":"edit"
3
{
"rule":"apply",
"structureld": 101
}
]
}
Error
400 Bad
Request

Response entity

{

"id": 105,

"name": "Structure with some perm ssions",

"description": ""

"edi t Requi r esPar ent | ssuePer m ssion": true,

"perm ssions": [

{

"rule": "set",
"subject": "group",
"groupld": "jira-users",
"level": "edit"

"rule”: "apply",
"structureld": 101

"owner": "user:adm n"

Structure data is not well-formed (syntax error) or invalid (semantic error.)
Not well-formed structure data examples: request JSON is syntactically incorrect; JSON contains

unknown field; per mi ssi ons list contains a set rule with | evel set to an invalid value.

Invalid structure example: per m ssi ons list contains a rule that fails validation.

Response entity contains error. Responses to problems with an apply rule usually have st ruct ur el d
to indicate the invalid reference.

application/json,
application/ xm .



403 For bi dden | If REST API user is not logged in, does not have permissions to access Structure Plugin, or does not
have Control access level to this structure. Response contains error entity.

500 I nternal If an internal error has occurred while processing this request.
Server Error

503 Service If Structure Plugin is stopped at the time of request. For example, the Restore operation may be in
Unavai | abl e progress.

Other return codes are possible under the normal rules of HTTP communication.
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DELETE /structure/{id}

Deletes the designated structure.

@ Who can access this resource

Only logged in users who have access to the Structure Plugin and Control permission on this structure.

Request

Path parameter:
id  the ID of the structure
HTTP headers:

Cont ent - Type = Must be appl i cation/json.

Accept Should be absent or equal to one of appl i cati on/j son, application/xm .
Response
Success

200 OK  Contains an object with the only field enpt y with value t rue. appl i cati on/j son, appli cati on/ xnl

Note: it should have been 204 No cont ent instead, but there were reports of some browsers (Firefox) incorrectly processing such results, so it's as it is.

Example

DELETE $baseUrl/rest/structure/1.0/structure/ 108

{
"enpty": true
}
Error

403 For bi dden If REST API user is not logged in, does not have permissions to access Structure Plugin, or does not
have Control access level to this structure. Response contains error entity.

404 Not Found Ifi d is not an integer in 1. . 2"63- 1. Response entity contains a standard JIRA error HTML page.

404 Not Found Ifi dis anintegerin 1. .2763- 1, but the structure with the specified i d does not exist or the user does

not have View access level to it.

500 I nternal If an internal error has occurred while processing this request.
Server Error

503 Service If Structure Plugin is stopped at the time of request. For example, the Restore operation may be in
Unavai |l abl e progress.

application/json,
appl i cation/ xm

application/json,a
pplication/ xm

text/htm

application/json,a
pplication/ xm


https://wiki.almworks.com/display/structure0210/Structure+Permissions#StructurePermissions-accessLevels
https://wiki.almworks.com/display/structure0210/Structure+Backup%2C+Restore%2C+and+Migration
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#sec10
https://wiki.almworks.com/display/structure0210/Deleting+a+Structure
https://wiki.almworks.com/display/structure0210/Structure+Permissions#StructurePermissions-accessLevels
https://wiki.almworks.com/display/structure0210/Structure+Permissions#StructurePermissions-accessLevels
https://wiki.almworks.com/display/structure0210/Structure+Backup%2C+Restore%2C+and+Migration
https://wiki.almworks.com/display/structure0210/Who+Has+Access+to+the+Structure
https://wiki.almworks.com/display/structure0210/Structure+Permissions#StructurePermissions-accessLevels

Other return codes are possible under the normal rules of HTTP communication.
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